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Introduction

Abstract

The effectiveness efficiency of various intrusion detection systems
(IDSs) have always been evaluated on various datasets using
different techniques. This evaluation normally covers a range of
metrics, ranging from those that evaluated their accuracy to those
that focus on their usability and performance. The evaluation of
several attributes of IDS depends on the use of several metrics
which have been proposed and used in various studies.
Regrettably, there are no existing benchmark metric for the
network intrusion detection systems as studies are still ongoing in
this regard. Quantitative evaluation of the performance of IDS is
mainly based on the use of several performance but in this article,
most of the existing performance metrics were reviewed and used
for the evaluation of the performance of various IDSs using
different benchmark datasets. Furthermore, this study will aid in
better understanding of the various performance metrics used for
the evaluation of the performance of novel IDSs.; it will also
further the insights to those that have found interest in the uses and
the development of IDSs and related areas.

Cyber-Physical Systems (CPSs) refers to the group of highly interconnected systems that are put
together to perform various functions in different fields, such as defense, energy, manufacturing, and
healthcare. The role of CPSs in these fields has been revolutionized by the efflorescence of different
techniques, such as the artificial intelligence (Al), Internet of Things (IoT)and “5G”, thereby leading
to the emergence of more paradigms like smart grids, smart companies, and smart cities. The
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emergence of these smart technologies has contributed to the amendment of the general goodness of
life in a cost-effective and efficient manner[1].

Despite being an emerging field of technology, most of the early applications of smart technologies

have proven their potential application benefits; for instance, the emergence of smart grids has
enabled better management and maintenance of public electricity grid through the incorporation of
smart elements and devices throughout the power supply chain. In this development, the role of
“CPS” and the evolution of smart cities relies on loT owing to its importance in the realization of
the next generation of infrastructures that will offer sustainable and affordable technological
solutions. Hence, the capability of the smart elements of smart technologies to establish internet-
based communication is important in enabling IoT to achieve connected infrastructures[2].

However, the [oT used in smart infrastructures has being the target of numerous attacks recently due
to its open network structure [3]. Many studies have recently focused on the identification of these
malicious attacks, especially those targeted against IDSs [4]. An IDS is one of the primary
components of a representative security architecture, which supplies visibility into the activities of a
system, enabling timely detection and response to any undesired cases. An IDS can be classified into
the following main approaches: anomaly-based detection, signature-based detection, hybrid
intrusion detection, and specification-based intrusion detection[5]. Hence, the robustness and
performance of new IDSs are being evaluated on different datasets using different techniques [6].
The evaluation of IDS can be done from two basic perspectives which are[7]:

= Efficiency: Here, the evaluation is focused on the resources that must be allocated to the
system, such as the main memory and CPU cycles.

= Effectiveness: This evaluation which is also known as the classification accuracy focus on
the system’s ability to classify network activities into intrusive and non-intrusive classes.

Intrusion detection systems can be evaluated based on different features, such as the performance,
usability, and accuracy but in most studies, attention is normally given to the effectiveness and
accuracy of novel IDS by measuring only the rate of false alarm and the extent of successfully
detected attacks. These studies gave little attention to the efficiency of the proposed systems. New
IDSs are mostly evaluated for performance based on the measurement of the benchmark metrics on
certain benchmark datasets; then, the observed performance of the analyzed system is compared to
that of other existing techniques in the same category. Regrettably, there are no existing benchmark
metric for the network intrusion detection systems as studies are still ongoing in this regard[8].
Quantitative evaluation of the performance of IDS in the existing studies is mainly based on the use
of several performance measures[9]. For instance, the review by within the period of 2000-2008
noted that there are about 276 articles that have been published on intrusion detection but 42% of
these articles reported performance assessment using the False Positive Rate (FPR), Detection Rate
(DR), and area under the ROC (AUC) as the performance metrics. Furthermore, the study by[6]
observed that reliance on only DR, FPR and AUC cannot help in complete evaluation of the
performance of new IDSs certain situations and to address this issue, they study suggested Intrusion
Detection Capability(CID) as a single objective metric that measures performance in terms of the
Positive Predictive Value (PPV), Base Rate, and Negative Predictive Value (NPV).
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Classifications of performance metrics
Researchers have developed numerous performance metrics for IDS evaluation but these metrics

have been categorized into three types which are probability, ranking, and threshold metrics[4].
Regarding threshold metrics, they include metrics like classification rate (CR), Cost per example
(CPE), F-measure (FM), etc. The closeness of a prediction to a threshold is not so important as the
consideration is mainly on if the threshold was reached or exceeded. In most studies, the value of
threshold metrics ranges from “0” into “1”. For the ranking metrics, they include metrics like FPR,
Precision (PR), CID, AUC, and Detection Rate (DR). The ranking metrics have values in the range
of “0” to “1”. The performance evaluation metrics are based on the ordering of the cases and not on
the actual values that were predicted. Once the ordering is preserved, no variance is expected as these
metrics measure the level of ordering of the attack instances before the normal instances; hence, they
are considered a summary of the performance of a model across all possible thresholds. Among the
probability metrics is root mean square error (RMSE) and its value is in the range of “0” to “1”.
RMSE for each attack class is minimized when the predicted value for that class coincides with the
true conditional probability of the considered class being a normal class. But, “CID” is a metric that
is based on information theory as it offers a preferable comparison of various IDSs compared to the
rest of the performance metric, such as AUC[10]. “CID” has values in the range of “0” and “1”, with
good performing IDS having higher “CID” values. Being that these evaluation metrics are calculated
from a confusion matrix (CM), A CM remains a proper way of expressing the classification results
of IDSs[11].

Confusion matrix (CM)
This is a well-known metric used in solving classification problems; it is applicable to multiclass and

binary classification problems owing to its ability to achieve true and false classification results.
Figure 1 provides a detailed explanation of CM. The possible classes of events are as follows:

= True positive (TP): These are the successfully detected intrusions by the IDS.
= False positive (FP): These are the normal activities that were wrongly detected as attacks by

the IDS.
= True Negative (TN): These are normal activities that were successfully detected as normal
by the IDS.
= False Negative (FN): These are abnormal activities that were wrongly classified as normal
by the system[11].
Actual Predicted Predicted
Attack Normal
Attack TP FN
Normal FP N

Fig. 1. General knowledge of the CM[12]

B. Metrics from confusion matrix
Despite the power of a CM in classification representation, it is not considered a powerful metric for

comparison tasks. Hence, various performance metrics have been presented and clarified in terms of
the CM variables; these metrics offer some numeric values that can be compared and explained with
ease in sections.
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= (lassification rate (CR): This is the ratio of instances correctly classified to the overall

number of instances.
Correctly classified instances TP+TN
CR = = (D

Total number of instances ~ TP+TN+FP+FN

= Detection rate (DR): This is the ratio of the number of attacks correctly detected by the

system to the overall number of attacks.
DR = Number of correctly detected attacks _ TP

Total number of attacks "~ TP+FN

(2)
False-positive-rate (FPR): This is the ratio of the number of ordinary activities wrongly
detected as an attack to the overall number of common instances.

_ Number of normal instances detected as attacks _  FP ( )

FPR

Total number of normal instances " FP+TN

= Precision (PR): This is the ratio of the correctly predicted positive instances.

PR = TP+Fp (4)

= Recall: This metric serves as a measure of the missing aspect of the Precision; it is the
percentage of the real attacks detected by the system. Classifiers are expected to have a rise
recall value as this evaluation metric is equivalent to the “DR” of the system.
* F-measure (FM): The FM of any given threshold represents the harmonic mean of the
recall and precision at such threshold.
FM=1—— (5

ﬁ+Recall

This metric is only preferred when using only one accuracy metric for the evaluation. Area under
ROC curve (ROC): When the sensitivity is plotted against (1 - specificity) for all the possible
thresholds, the resulting plot is called the ROC curve. Sensitivity is defined as P (Pred = positive
TP) and is approximated by the ratio of the correctly predicted TPs to the overall number of
considered cases (also the same as a recall). Specificity is defined as P (Pred = TN = negative) and
can be approximated by the ratio of the truly predicted negatives to the overall number of considered
cases. Generally, the field under the “ROC” curve is mainly considered a summary statistic. ROC
curves are based on the Signal detection theory[13]; hence, they can be used to express the
relationship between “DR” and “FPR” of a classifier during the tuning process; it can also be used
to compare the level of accuracy of different classifiers. Despite the high effectiveness of this metric,
it is associated with certain limitations, such as its dependence on the ratio of normal-to-attack traffic.

Furthermore, “ROC”-based comparison of classifiers works best when using the same dataset as
comparison based on different datasets is not acceptable except if the involved datasets have the
same ratio of normal-to-attack instances. Another problem of the ROC curves is that sometimes,
they may be misleading or insufficient to capture the strengths and weaknesses of the evaluated
system[13]. Therefore, there is a need to determine the ability of the ROC curve correctly classifying
events into normal and attack groups when evaluating the effectiveness of an IDS; this approach
should also be backed with other performance measures, such as the efficiency of resource
utilization, robustness to attacks and resilience to stress. The evaluation of the performance of new
IDSs is of industrial and research importance, especially in tuning and comparing different IDSs in
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a better way. As earlier stated, there are numerous metrics for the evaluation of different aspects of
IDS, but until now, there is no single metric that can sufficiently and objectively capture the
capability of the IDSs[13].

The study by[7] noted that most of the reported studies on IDs have mainly used metrics such as
TPR, FPR, and ROC for the evaluation of the performance of newly developed IDSs. Alternatively,
some studied report the use of FNR which is equal to 1 — TPR, as well as TNR which is equal to 1 -
FPR. The determination of a better performing IDS from a list of IDSs is usually difficult when
relying on the values of these two metrics alone; this is normally the case when there is a need for a
tradeoff, such as in a case where one IDS is reporting TPR and FPR values of 0.8 and 0.1
respectively, while another IDS is reporting TPR and FPR values of 0.9 and 0.2, respectively. In this
case, reliance on these two values may not be appropriate in determining the better-performing IDS.
In this case, the ROC curve provides the needed tradeoff even though it cannot tell the better IDS in
most cases.The study by[6] addressed this problem by proposing a new evaluation metric called
Intrusion Detection Capability (CID) which is based on Information theory where three metrics
(TPR, base rate, and FPR) were considered collectively. This new metric exhibits many important
features as follows:

= Naturally considers all the relevant aspects of detection capability, including FPR, FNR,
base rate, positive predictive value (PPV), and negative predictive value (NPV).

= Supports the objective evaluation of the capability of IDSs.

= High sensitivity to the operation parameters of the IDS, such as the base rate, FPR, and FNR.

Capability metrics of intrusion detection system (CID)
To evaluate intrusion detection systems (IDS) must use the intrusion detection capability (CID)

which is metric of an information theoretic approach. It measures the mutual information between
IDS input and output relative to the entropy of the input, which quantifies the reduction in uncertainty
about an intrusion event. While CID offers a unified metric for tuning IDS, it does not account for
the associated operational costs or provide a direct measure for practical concerns such as false alarm
and detection rates. This mentions the complexity of designing an IDS that is both effective and
efficient in real world scenarios to occur[14].

10Gyy OO _H@)
H(x) H(x)

CID (6)

Where I(X; Y) = the mutual information of X & Y.
H(X) = entropy of X.

H (%) = the conditional entropy of X when Y is known.

H(X) Z p(x)log(p(x)) = —Blog(B) — (1 — B)og(1 - B)) (7)
CID = —B(1 — B)log(PPV) —B(1—B)log(1 — NPV)—(1—-B)(1— a)log(NPV)
— (1 —B)alog(1—PPV) (8)
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10.

11.

12.

13.

Readers are referred to the studies by[14,15] and[16] for more detail of the CID.

Conclusion
In this article, a review of the existing performance metrics used in evaluating the performance of

IDSs on different benchmark datasets, their strengths and their limitations, was presented. Different
performance metrics were compared and validated for the evaluation of IDS performance. Mostly,
the performance of IDSs is validated based on the several performance metrics on different
benchmark data sets; then, this is followed by the comparison of the evaluated systems with some of
the existing systems in the field in terms of performance. Even though various researchers have
reported the use of different performance metrics for quantitative performance evaluation of IDSs,
literature evidence suggests that most of these studies rely on the DR, FPR, and AUC for
performance evaluation. This approach has been noted to fail in certain cases of determining the
best-performing IDS. However, efforts have been made to address this issue by proposing the use of
CID as a single objective metric but in this study, the use of FPR, DR and CID along with DR of
each attack type is being proposed when comparing the performance of new IDSs with some of the
existing ones in the field.
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